Traditional Internet-Based Applications

The Simple Mail Transfer Protocol (SMTP) provides a basic electronic mail transport facility.
It provides a mechanism for transferring messages among separate hosts. Features of SMTP
include mailing lists, return receipts, and forwarding. SMTP does not specify the way in which
messages are to be created; some local editing or native electronic mail facility is required. Once
a message is created, SMTP accepts the message and makes use of TCP to send it to an SMTP
module on another host. The target SMTP module will make use of a local electronic mail package
to store the incoming message in a user’s mailbox.

The File Transfer Protocol (FTP) is used to send files from one system to another under user
command. Both text and binary files are accommodated, and the protocol provides features for
controlling user access. When a user wishes to engage in file transfer, FTP sets up a TCP
connection to the target system for the exchange of control messages. This connection allows user
ID and password to be transmitted and allows the user to specify the file and file actions desired.
Once a file transfer is approved, a second TCP connection is set up for the data transfer. The file
is transferred over the data connection, without the overhead of any headers or control information
at the application level. When the transfer is complete, the control connection is used to signal the
completion and to accept new file transfer commands.

SSH (Secure Shell) provides a secure remote logon capability, which enables a user at a terminal
or personal computer to log on to a remote computer and function as if directly connected to that
computer. SSH also supports file transfer between the local host and a remote server. SSH enables
the user and the remote server to authenticate each other; it also encrypts all traffic in both
directions. SSH traffic is carried on a TCP connection.



